Released by the Department of Finance
under the Freedom of Information Act 1982 O FFICIAL

FOI 24-25/091 - Document 14L

Guidance on this template (V2.3)

Before completing an Assurance Plan in this template, agencies are required to first confirm the tier rating
of their investment with the DTA during Stage 3 (Contestability) of the Digital and ICT Investment Oversight
Framework (Investment Oversight Framework). To confirm the investment tier, or to request the latest copy
of this template, email investment@dta.gov.au.

This is version 2.3 of the Digital Transformation Agency (the DTA) Assurance Plan template. This template is
specific to tier 2 digital/ICT investments, as determined by the DTA. Agencies with a tier 2 investment need
to complete an Assurance Plan in this template and submit to the DTA for review and agreement prior to the
proposed investment going forward for Australian Government consideration. This Assurance Plan template
supports agencies in adhering to the Assurance Framework and its requirements. As required, the DTA can
provide a sample Assurance Plan to assist with the completion of this template.

Once completed, please ensure the document security marking is updated to reflect the contents
of this plan (the template is marked as OFFICIAL).

For information on the stages of the Investment Oversight Framework and the requirements of the
Assurance Framework please visit www.dta.gov.au and click on Digital and ICT Investments.

Assurance Plan review frequency

Under the Assurance Framework, Assurance Plans for tier 2 investments must be reviewed and

updated at least every 12 months. Updated Assurance Plans must be endorsed by the DTA and the
primary governance committee for the relevant digital investment. Ensure the ‘Next scheduled review date’
reflects this requirement.

A review of the Assurance Plan should generally be undertaken
earlier if any of the following conditions are met:

e The Senior Responsible Officer (SRO) declares a drop in the delivery confidence of the initiative to
Medium or lower

e The emergence of a new key risk or issue is, in the view of the SRO, sufficiently significant to trigger the
need to revisit whether the current assurance arrangements remain fit-for-purpose

e There is a change in the scheduling and focus of assurance sources outside the direct control of the
investment SRO and board (for example, internal audit work program released, ANAO confirms intention
to audit the investment, etc.)

e The timing of key decision points is adjusted (for example, go-live decision) triggering the need to re-
sequence assurance to ensure relevant and timely assurance information continues to be made
available at the right moments.

Please return completed Assurance Plan to:

investment@dta.gov.au for Assurance Plans for new investment proposals (new Cabinet submissions)
portfolio.assurance @dta.gov.au for updated Assurance Plans of in-flight projects/programs.
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1.2 Expected outcomes and benefits from investment

In the box below, set out the primary outcomes and top-level benefits this investment is expected to
realise. Top-level benefits are the highest priority benefits that capture the intent of the investment
and will provide the clearest evidence that the investment has achieved it's expected outcomes.
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Governance arrangements

Governance arrangements provide a framework of authority and accountability within a project. Good
governance can help to reduce ambiguity between advisory functions, decision-making functions and

stakeholder functions.

In Table 1 below, please document the governance bodies responsible for the delivery of this
investment focusing on how these governance arrangements will ensure agreed assurance is being applied
and resulting recommendations are actively monitored, reported on, and escalated if agreed timeframes are
not met. Please ensure each governance body is represented in a new row to ensure their individual roles
and responsibilities are accurately captured.

Assurance plans for tier 2 investments must also identify the governance committee which the DTA
representative will attend, if requested.

Table 1: Governance arrangements
Name

NFR Steering Committee

Role

The NFR Steering Committee is the
main driving force behind the overall
stewardship of the program,
safeguarding the investment made in
the initiative, aligning the program with
the agreed policy outcomes, and
providing top-level endorsement of the
rationale and objectives of the program.

Responsibilities

. Overarching authority over the
program, which is delegated to the
SRO (including: appointing; advising
and supporting the SRO)

. Providing clear leadership on
the assessment of strategic and
operational direction

. Championing the program to
ensure that expected benefits are
realised

. Championing clear and ongoing
appropriate engagement with key
stakeholders

. Ensuring the ongoing overall
alignment of the program and partner
projects with the Government’s policy
outcomes and expectations

. Authorising continuation of the
program at each key decision point
. Establishing and oversighting

the assurance framework for the
program and monitoring key strategic
risks

. Reporting program progress and
performance through the Senior
Officers Group to the Police Ministers
Council

. Securing funding and
authorising/releasing funding of project
milestones

. Ensuring successful delivery of
outcomes and benefits

Frequency

The NFR Steering Committee will meet
at least quarterly. Membership will
include representatives from each of
the State, Territory and Commonwealth
partner agencies.
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2. Assurance approach

The DTA is responsible for providing Ministers and other key stakeholders with confidence that assurance is
being applied effectively to support the successful delivery of digital and ICT investments. This section
ensures agencies have applied the Key Principles for Good Assurance, have considered lessons learned
from similar investments, and ensured their key risks are mapped to assurance activities.

2.1 Alignment to the Key Principles for Good Assurance

In Table 2 below, provide an overview of the approach to assurance that includes an outline of how the Key
Principles for Good Assurance have been considered in planning assurance activities and how the principles
will be applied throughout the delivery of the investment.

The DTA will assess tier 2 Assurance Plans against minimum requirements and the effective application of
the 5 Key Principles for Good Assurance set out it the Assurance Framework. Section 2.1 in this plan
should outline how the assurance activities listed in section 3.1 align with these principles.

Minimum requirements
Assurance plans for tier 2 investments must:

e detail how terms of reference materials for external assurance activities will be shared with,
and agreed to by, the DTA

e outline how approach to market materials for independent assurance providers/services will be shared
with, and agreed to by, the DTA

e include a commitment to review and update the Assurance Plan through the DTA and governance
committee every 12 months (or as otherwise stated in the Assurance Plan)

e include a commitment to provide the DTA with all final assurance reports for oversight purposes (noting
that Gateway Review reports will be handled in accordance with agreed protocols)

e outline how governance bodies are to receive regular reporting on the progress of agreed assurance
recommendations during implementation

¢ include a commitment to, and outline the process to, advise the DTA where there has been a material
variation from any planned assurance arrangements.
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Table 2: Alignment with the Key Principles for Good Assurance

Key How is the key principle considered/applied. (Consider the following):
Principle Please delete this guidance text and populate the table with responses relevant to your initiative.

e The agency has adopted a sound assurance framework that incorporates many features consistent with the Australian Government’s Assurance
Framework for Digital and ICT Investments.

 The NFR Program Assurance Plan will be reviewed and updated every 12 months and as required. This plan and its updates will be reviewed with
the DTA.

« Planning is informed by experience and clear roles and responsibilities for assurance are in place within the Program Governance and Assurance
Structure.

Plan for
assurance e The SRO and Program Board will actively monitor and engage with assurance planning and outcomes.

e The SRO and Program Board are open and responsive to improvement suggestions, and program delivery assurance is embedded within the
program delivery framework.

e Lessons learned will be incorporated in program delivery both from an end capability design through to program delivery approach.

 Budgets across Commonwealth, State and Territory projects account for security assurance assessment activities in their overall project budgets.
This includes documentation such as Statement of Applicability (SoA) and System Security Plan (SSP).

e The Program will develop a comprehensive Program Management Plan and associated Schedule that will be reviewed and approved by the Program
Board.

« Delivery points, milestones and key dates will be identified and reported against via standard status reporting (Monthly). This will be done through
coordination of workstream activity across Commonwealth, State and Territory programs/projects, reporting to the NFR Partner Implementation
Program Board and their respective individual governance structures.

?1:\(,:?5?:::  Changes in program scope are approved via the PIPB and Steering Committee, and are captured in Program Change Requests (PCRs) / Exception

Report process. Where this change causes a material variation from any planned assurance arrangements, the DTA will be advised.

e The Assurance Planning components above are used to inform and guide the PIPB, Steering Committee and Assurance Bodies and their decisions in
relation to the Program.

e All assurance reports are shared with appropriate governance and assurance groups through transparent program reporting (and assurance bodies
report directly to the SRO). Assurance reports will be shared with DTA.

Expert-led  The Program Board meets at regular intervals, and a range of assurance experts will provide independent assurance advice and guidance.
) and e The Program will engage independent assessors for assurance (program, technical, security, etc.). Approaches to market to procure independent
independent assessors will be shared with DTA.
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Key How is the key principle considered/applied. (Consider the following):

Principle Please delete this guidance text and populate the table with responses relevant to your initiative.

« In addition, Commonwealth, State and Territory programs/projects respective ICT project management Offices (PMO) will provide project oversight
and review of project management processes (including those associated with risk, status, scope, financial, resourcing, schedule and delivery
management). This project oversight includes receipt and review of standard project reporting elements (such as regular project status reports, board
papers, budgets and Risk and Issue Logs).

e The Program SRO will play an active role in assurance planning and will ensure appropriate assurance activities are planned as needed — setting the

Cult cultural and behavioural expectations regarding everyone’s accountability to manage risk, issues, quality and delivery assurance.
ulture
and e The PIPB is clearly accountable for the Program outcomes and the SRO, who sits on the Steering Committee, chairs this Board.

Sl  Risk management, governance and assurance are all part of the Board'’s responsibilities. These accountabilities are reviewed and transparently

reported to senior governance groups within the respective agencies to ensure the PIPB meets its responsibilities and obligations.

e Assurance is forward-looking, integrated into Program planning and is mapped to risks to be outcomes-focused.

 Robust risk / control health monitoring & reporting mechanisms are in place and monitored closely via standard status and program reporting
mechanisms. This occurs at the Commonwealth, State and Territory programs/projects levels and is rolled up to Program level reporting on risks,
outputs, outcomes and benefits.

e The Program manages risk and tracks the progress of benefit realisation through the regular reporting process. The PIPB focuses on attainment of

Focus on risks benefits at each board, and discusses risk and issue mitigation. The Program and respective Commonwealth, State and Territory programs/projects
ta“d maintains project/program registers for risks / issues / benefits etc which are extracted for the monthly reports.
outcomes

o To facilitate this, the Program will have and a Program Risk Management Plan, that has been reviewed and approved by the SRO (and
Program Board) and the program manager uses this (as well as the wider agency Risk Management Policy) to capture, assess, report,
mitigate and manage risk within the Program. This includes reporting and risk escalation (where necessary) to the Steering Committee and
Police Minister's Council for resolution. Commonwealth, State and Territory programs/projects will have their own Risk Management Plans,
reportable within their own governance structures in accordance with their respective agency policies, and consolidated for reporting at the
Program level.
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2.4  Coordination and optimisation of assurance effort

Outline, at a high-level, the strategies that will be adopted to minimise the burden of multiple and/or complex
assurance activities, avoiding duplication and overlap. This may include, for example, appointing a
coordination officer as a single point of contact for assurance teams or a dedicated officer in the investment’s
project management office to follow-up and report on recommendation implementation progress.

Program Governance

In order to minimise and manage assurance burden for the delivery teams given the scope of the program, there is a
Program Support Officer / Secretariat appointed for the program to manage Program Governance, Reporting and Assurance
activities, as well as managing the independent assurance experts and their assurance activities, as part of the Assurance
Plan, within the program environment. The Program Support Officer / Secretariat will be the single point of contact for all
assurance activities and will be responsible for directing and reporting on all planned assurance activities, particularly with
respect to the coordination of the assurance plan, Gateway Reviews, independent project assurance and external audits.

Independent Assurance

Provision has been made within the budget costings to appoint independent assurance experts to provide a range of
assurance services:

e provide and publish strategic advice, in the form of assurance reports, to increase transparency and accountability
across the board

e support the SRO and Project Board with reviewing, updating, and executing the Assurance Plan to ensure it
remains fit for purpose

e to provide technical and ICT security assurance support to ensure final technical solutions are compliant.

Program Review

To meet the requirements of Tier 2 investments, the project Assurance Plan, which underpins the assurance activities for the
project, will be reviewed at least every 12 months and following the engagement of an independent assurance provider to
ensure the plan is fit for purpose.

All draft and final assurance reports resulting from assurance activities will be provided to the DTA for oversight purposes
once completed.
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Figure 2: ACIC Assurance model to be replicated at Program and Project levels
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3. Planned assurance activities and timeline

3.1 Detailed assurance activities

Complete Table 5 below by setting out planned independent and objective assurance assessment/evaluation activities
to be undertaken to support decision- making. Entities or people providing advisory and/or delivery services for the
investment are generally not considered to be sufficiently independent. This section provides confidence to government
that digital and ICT investments have fit-for-purpose assurance activities in place to enable successful delivery.

Tier 2 investments are required to conduct assurance activities that result in a Delivery Confidence Assessment (DCA)
rating on a biannual basis (i.e. every six months) with draft and final assurance reports provided to the DTA. For more
information on DCAs, refer to p. 13 of the Assurance Framework.

Examples of assurance activities that are likely to meet the definition of ‘independent and objective’

Health check
An independent, lightweight assess of how the investment is tracking against its benefits by an external specialist assurer

SRO advisor
An independent advisor to the SRO with experience in similar investments

Integrated assurance
An independent assurance team which has an ongoing presence within the investment to assure delivery

Gateway assurance
Commissioned by the Australian Government for high-risk and high-value investments (Note: agencies are required to
consult the Department of Finance to determine if this assurance activity will be applicable to the investment

Go-live assessment
An independent review to provide additional confidence prior to a go-live decision being made

Independent board member
An independent, experienced board member who helps the board keep the investment on track

Targeted review
A review of key areas of risk or an area critical to successful delivery by a specialist independent external team

Internal audit
A review by the internal audit function of an agency, usually for high-risk investments or investments expected to make a
key contribution to the achievement of the agency’s mission

Engagement with the DTA as part of the Whole of Government Digital and ICT Oversight function is not a form of project
assurance and should not be listed as an activity in this table.
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3.2  Assurance activities map

It is recommended that an assurance activities map is developed and maintained for the investment and included in this section or attached to this plan. An
assurance activities map, if included, should be kept to one page, and combine known key decision points, for example go-live decisions. This map is a high-level

overview of the planned assurance activities outlined in section 3.1.

The primary intention of an assurance activities map is to demonstrate that planned activities are distributed over the investment timeline appropriately to ensure
activities inform key decisions and supports successful delivery, highlighting those activities that provide a delivery confidence assessment (DCA). An example of an

assurance activities map is provided below.

Figure 3: NFR Program Assurance activities map
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4. Assurance roles and responsibilities

Please identify key assurance responsibilities across the investment, by role. Note that some responsibilities
are required to be undertaken regularly, in accordance with the requirements for a tier 2 investment as
outlined in the Assurance Framework.

Table 3: Assurance roles and responsibilities

Assurance Responsibilities

Please delete this guidance text and populate the table
with responsibilities relevant to your initiative.

Program Board

Ensuring the extent of delegated responsibility from the Program Sponsor and the Program’s
parameters are clearly understood.

Providing overall guidance and direction to the Program, ensuring it remains viable and within
any specified constraints.

Ensuring the Program Sponsor is kept updated of progress in line with the Sponsor's
requirements.

Providing direction to the Program Manager in the form of clearly defined work packages with
appropriate levels of delegated responsibility.

Acting on remedial recommendations made by the Program Manager when work package
tolerances are or may be exceeded.

e Approving and owning Program documents.

e review, approve and/or endorse the Assurance Plan every 12 months

e receive and consider assurance reports

e provide draft and final assurance reports to the DTA for oversight purposes

e advise the DTA when there is a material variation from planned assurance arrangements.

« Being the ultimate decision maker on the Program Board.

e Designing and appointing the Program Team.

e Overseeing and owning the developing Business Case.

« Ensuring the Program is aligned with corporate strategies.

e  Securing funding for the Program.

« Holding the Senior Supplier to account for the quality and integrity of the specialist approach
and specialist products created for the Program.

e Holding the Senior User to account for ensuring the Program realises its target benefits.

« Escalating issues and risks to higher governance authorities if agreed Program tolerances are
forecast to be exceeded.

e Organising and chairing Program Board meetings.

« Overall Business Assurance - ensuring that the Program remains on target to deliver products
that will achieve expected benefits within agreed tolerances.

« Ensuring that Program progress is regularly reported to higher governance authorities in

Senior accordance with Agency and the P3M Framework processes.
Responsible e  Ensure the requirements under the Assurance Framework are met
Officer e Review, approve and/or endorse the Assurance Plan every 12 months

 Review, approve and/or endorse the terms of reference for new assurance activities being
commissioned

Ensure reporting of delivery confidence assessment ratings (resulting from an assurance
activity) on a six monthly basis, ensuring draft and final reports are provided to the DTA

e Receive and consider assurance reports and recommendations

 Provide management responses to assurance reports (including response to
recommendations)

 Ensure recommendation implementation status is tracked and reported to the governance
committee

e  Trigger reviews of the Assurance Plan when it is no longer fit-for-purpose, in the SRO’s
opinion

 Ensure project teams cooperate, and provide assistance to, independent assurers

L

Ensure assurance activities are initiated and completed as per the Assurance Plan

Support robust, respectful debate among the project team and leadership to inform solutions,
approaches and assessments
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Assurance Responsibilities

Please delete this guidance text and populate the table
with responsibilities relevant to your initiative.

«  Ensure sufficient resources are secured for the project
Ensure sufficient funding is set aside for planned assurance activities
Advise the DTA when there is a material variation from planned assurance arrangements.

Other
stakeholders:
The DTA

 Review and agree to the initial Assurance Plan and updates.
Review and agree terms of reference for external assurance activities prior to
commencement

 Receive and consider draft and final assurance reports.

Commonwealth,

 Plan and conduct respective assurance activities for their own Commonwealth, State and
Territory programs/projects in accordance with agency P3M policies and best practice

agency PMOs

State and Territory guidance.
programs/projects Report assurance activity to the Program.
 Escalate risks and issues identified through assurance activity.
T e Support the respective programs/projects with defining security work packages
State and Territ o}y Assist in ensyring appropriate reviews can occur at the correct points of the respective
agency ITSA and program{ project . . . B
CISO e Assist with remedial actions required as a result of security assessments
* Approve the ATOs for respective technical solutions as part of the NFR
« The Portfolio Management Office is a core function in the agency, responsible for the
Commonwealth management of the portfolio
State and Territo;'y Supporting the successful delivery of programs, projects and managed activities.

e Custodian of the portfolio, program, project, change, benefit and business analysis
frameworks, partnering broadly to ensure their effective application.
e Focus on our stakeholders to support them through the execution of their initiatives

Digital Investment Assurance Plan | Tier 2 OFFICIAL Page 32 of 34



Released by the Department of Finance

i FFICIAL
under the Freedom of Information Act 1982 O C FOI 24-25/091 - Document 14L

5. Contacts

Please contact the DTA’s investment advice teams if you have any questions.
Guidance documents including Assurance Plan templates and samples for
Tier 1, Tier 2 and Tier 3 investments are also available on request from the DTA.

Proposed investments: investment@dta.gov.au

In-flight investments: portfolio.assurance@dta.gov.au

You can also find additional information on our website: dta.gov.au/assurance

Feedback

We value your feedback and ideas to help improve our processes and information.
If you have any comments regarding this document, please share your thoughts with us:
portfolio.assurance @dta.gov.au
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6. Glossary

Table 4: Terms, acronyms and abbreviations

Term/Abbreviation Reference

Realisation Plan

ANAO | Australian National Audit Office
Assurance | The Assurance Framework for Digital and ICT Investments (the Assurance Framework) supports
Framework | agencies in planning and implementing fit for purpose assurance arrangements. For more
information see the Assurance Framework.
Benefit | The measurable improvement from change, which is perceived as positive by one or more
stakeholders, and which contributes to organisational (including strategic) objectives.
Benefits | The plan that provides a consolidated view of the benefits forecast by category and which

represents the baseline against which benefits realisation can be monitored and evaluated.
Should also capture governance arrangements, risks to realisation, and assumptions.

Requirements

Digital and ICT | Investments which use technology as the primary lever for achieving expected
investments | outcomes and benefits.
DCA Rating | Delivery Confidence Assessment rating. DCA ratings result from independent
assurance activities.
DTA | The Digital Transformation Agency
Minimum | The minimum requirements for assurance arrangements as outlined by the Assurance

Framework; defined by the investment's tier.

Investment
Oversight Framework

The Whole-of-Government Digital and ICT Investments Oversight Framework (IOF) is a six-
stage, end-to-end framework providing a way for the Government to manage digital investments
across the entire project lifecycle.

terms as required

Primary | The main governing board of a project or investment that is responsible for driving project
Governance | outcomes, responding to risks and issues that arise and making decisions that could affect
Committee | project outcomes.

SRO | A Senior Responsible Official has ultimate accountability for the investment’s delivery. SROs are
required to champion good assurance practice to drive a culture of continuous improvement
through fit-for-purpose assurance arrangements.

Add more
abbreviations/
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